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Introduction

Purpose

The purpose of this document is to detail out the technical integration approach for web
based integration between UPI platform and merchants. This document describes the process
flow and Client API functionalities which provide quick integration for merchants. This
document is complimented with the toolkit for merchant integration in the UPI platform.

Assumptions and Prerequisites

The merchant should have the following pre-requites in place before integrating with UPI.
1. Merchant has the capability to host and consume APIs

2. Merchant is setup on the HSBC system and Merchant ID is generated by HSBC

3. Merchant Encryption Key is generated by HSBC and shared with the merchant

4. Merchant to connect with HSBC over HTTPS (SSL)
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API List
UPI platform provides the following API to the merchant
Sr.
No | API Name Description
API to validate the dynamic part of the
1 Pre-Credit / Dynamic VPA Merchant VPA with the merchant system
Validation API

Format: JSON

FINAL Response API helps merchant to
receive the transaction status from the bank
Post Credit / Final Response- | UPI server. In response, the merchant system
Notification API provides a confirmation id which is linked to
the transaction within the bank system
Format: JSON

Merchant can collect payment from its

customers via merchant website.

3 Collect Transaction Request

Format: JSON
Validates the Status of the VPA and provides
the name of the default account linked to the

4 | VPA Status Validation API VPA if the VPA exists

Format: JSON

Customers can check their transactions status

5 Transaction Status Enquiry for the transactions.

Format: JSON
This API supports refund payments.

6 Refund API

Format: JSON
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API Integration

Dynamic VPA Validation API

This APl is to validate the dynamic part of the Merchant VPA with the merchant system. This
will be applicable only for Push transactions (P2M)

Request Parameters

Sr. Fields Description Data Type | Mandatory
No. / Optional
1 subscriberld Validation field 1 Character | Mandatory
2 Rmn Validation field 2 Character | Optional

3 Source Source Character | Mandatory

Sample Request

Success Request Body
{"subscriberld":"vznadt012310002","source":"SCB"}

Failure Request Body
{"subscriberld":"vznadt012310003","source":"SCB"}

Response Parameters

Sr. Fields Description Data Type Mandatory /
No. Optional
1 transStatus Status of the request Character | Mandatory

(Success/Failure)

2 transMessage Description of the Character Optional
response.

3 accountDetails:subscriberld Validation field 1 Character | Optional

4 accountDetails:accountstatus Account status Character | Optional

Sample Response
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a) Success Response

"transStatus": "Success",

"transMessage": "",
"accountDetails": |
{
"subscriberld": "VZNADT012310002",

"accountStatus": "Success",

"subscriberName": "PARASURAM KUMAR A"

b) Failure Response

{

"transStatus™: "Failure”,
"transMessage": "Record not available for this Loan/Proposal No : vznadt012310003",
"accountDetails": []

¥

Pre-Credit VPA Validation API

This API validates the dynamic part of the Merchant VPA with the merchant system. This will
be applicable only for Push transactions (P2M) and is invoked post authorization of the
payment in the PSP app.

Request Parameters

Mandatory / Alpha (A) Flelf:l Length
Field Alph - (min-max)
i e ; phanumeric
SN Field Name Description Optional/ (AN)
Conditional Numeric (N]
Page 4
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refNo

HSBC generated
serial number
(for duplicity
checks)

Mandatory

Number

6-16

payerld

Dynamic part of
dynamic VPA.
Useful for
identification of

payer

Mandatory

Alpha-Numeric

6-250

transRemarks

Transaction
Remarks

Mandatory

Alpha-Numeric

1-50

transAmount

Transaction
Amount (in two
decimals) e.g.
10.0

Conditional

Decimal

1-16

transID

Transaction ID
(Unique 35 digit
NPCI Trxn ID)

Mandatory

Alpha-Numeric

35

transRRN

Transaction RRN
(12 digit
customer ref no
as provided by
NPCI)

Mandatory

Number

12

transRefID

Transaction ref
ID (applicable
only in case of
QR push
payments)

Optional

Alpha-Numeric

35

payerName

Payer Name
(depends on
payer bank)

Optional

Alpha-Numeric

5-100

payeeVPA

Merchant VPA

Mandatory

Alpha-Numeric

255

10

source

HSBC

Mandatory

Alpha-Numeric

5-50

11

payerAccNo

Account no of
payer (for
specific
merchants only)

Optional

Number

12-30

12

payerBankIFSC

Payer Bank IFSC
(for specific

Optional

Number

11

INTERNAL
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merchants only)

Merchant ID (as
provided by
HSBC post
setup)

13 | pgMerchantID Optional Alpha-Numeric 16

10 additional
14 | addInfol to 10 | fields for future Optional Alpha-Numeric 0-50
use

Sample Request

{

"refNo":"12837",

"payerld":"9820982020",
"pgMerchantld":"HSBO0O0000000001",
"transRemarks":"Payment remarks",
"transAmount":"100.00",
"transID":"HSB527498730B1B1BC3E053142433823107",
"transRRN":"717215233641",

"transReflD":"442755",

"payerName":"",

"payerAccNo":"",
" payerBankIFSC ":"",

"payeeVPA":"mymerchant”,

"addInfol™:"",
"addInfo2":"",
"addInfo3":"",
"addInfo4":"",
"addInfo5":"",
"addInfo6":"",

Page 6
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"addInfo7":"",
"addInfo8":"",
"addInfo9":"",
"addInfo10":"",

"source":"HSBC"

}

Response Parameters

HSBC Q»

Alpha (A Field Length
pha (A) Mandatory / 1€ . ene
o ) (min-max)
SN Field Name Field Description P ?Ar\\:;nerlc Optional/
Numeric (N) Conditional
Status code of the
1 | transStatus [zj,:cez;pted, Alpha-Numeric Mandatory 1
F=Rejected)
Description of .
2 | transMessage Alpha-Numeric Mandatory 2-100
transStatus
HSBC generated
serial number
3 |refNo given in request — Number Optional 6-16
for duplicity
checks
Transaction RRN
(12 digit customer
4 | transRRN ) Number Mandatory 12
ref no provided by
NPCI)
Page 7
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5. | addinfolto 10 Future Use Alpha-Numeric

Optional

0-50

Merchant ID (as
provided by HSBC
post setup)

6 | pgMerchantID Optional

Alpha-
Numeric

16

Sample Response

Success Response

{
"refNo":"12837",

"transStatus":"S",
"transMessage":"Success",
"transRRN":"717215233641",
"pgMerchantld":"HSBO0O0000000001",
"addInfol":"",

"addInfo2":"",

"addInfo3":"",

"addInfo4":"",

"addInfo5":"",

"addInfo6":"",

"addInfo7":"",

"addInfo8":"",

"addInfo9":"",

"addInfo10":""

}

INTERNAL
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Failure Response

{
"refNo":"12837",

"transStatus":"F",
"transMessage":"Invalid VPA",
"transRRN":"",
"pgMerchantld":"HSBO0O0000000001",
"addInfol":"",

"addInfo2":"",

"addInfo3":"",

"addInfo4":"",

"addInfo5":"",

"addInfo6":"",

"addInfo7":"",

"addInfo8":"",

"addInfo9":"",

"addInfo10":""

}
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Post Credit / Final Response-Notification API (with confirmation ID)

This APl is to be hosted by the Merchant. HSBC will consume this API after credit posting has
been attempted. Additionally, the merchant provides a confirmation ID to HSBC in API
response against every posting.

Request Parameters

SN

Field Name

Field
Description

Mandatory /
Optional/

Conditional

Alpha (A)

Alphanumeric
(AN)

Numeric (N)

Field Length
(min-max)

refNo

HSBC
generated
serial number
— for duplicity
checks

Mandatory

Number

6-16

translID

Transaction ID
(Unique 35
digit NPCI
Trnx ID)

Mandatory

Alpha-Numeric

35

transRRN

Transaction
RRN (12 digit
ref no as
provided by
NPCI)

Mandatory

Number

12

transAmount

Transaction
Amount (in
two decimals)
e.g. 10.00

Mandatory

Decimal

1-16

transAuthDateT
ime

Transaction
Approval Date
& Time

(dd/mm/yyyy
hh:mm:ss)

Mandatory

Number

20

respCode

Response/Err
or Code for

Mandatory

Alpha-Numeric

2-5

INTERNAL
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Transaction as
per NPCI

HSBC Q»

transApprNo

Transaction
Approval No
(as per payer
bank)

Optional (if
not received
from NPCI)

Alpha-Numeric

4-12

transStatus

Transaction
Status

Mandatory

Alpha-Numeric

transMessage

Description of
the
transStatus

(Success/ Fail)

Mandatory

Alpha-Numeric

2-100

10

transRefld

Transaction
Ref ID
(applicable
only in case of
QR Push
Payments)

Optional

Alpha-Numeric

35

11

transRemarks

Transaction
Remarks (will
be sent if
received from
payer bank)

Optional

Alpha-Numeric

1-50

12

transType

Transaction
Type

(Push or Pull)

Mandatory

Alpha-Numeric

3-10

13

addInfo 4

Payer Account
Type as
“CREDIT” (In
case of Credit
Card
Transaction)

Conditional

Alpha-Numeric

6-10

14

addInfo 1to 3

addInfo 5 to 10

Additional
fields for
future use

Optional

Alpha-Numeric

0-50

15

payerVPA

VPA of Payer

Mandatory

Alpha-Numeric

5-250

INTERNAL

Page 11




Dynamic Part

HSBC Q»

of Dynamic - .
16 | payerld VPA. Blank for Conditional Alpha-Numeric 5-100
Static VPA
17 | payeeVPA Merchant VPA | Mandatory Alpha-Numeric 5-250
Payer Account
No (f
18 | payerAccNo © (_o_r Conditional Number 12-30
specific
merchants)
Payer Bank
IFSC of (for
19 | payerBankIFSC | specific Conditional Number 11
merchants
only)
Merchant ID -
20 | pgMerchantID Eil Iril?l;llcds:st Mandatory Alpha-Numeric 16
setup
Unique
customer
21 | orderID generated ref | Optional Number 6-50
no for each
trxn
Sample Request
{
"apiResp":{
"refNo":"2394829",
"transID ":"HSB4521EDFDF113434131442134D34D34FF",
"transRRN":"701245124574",
"transAmount":"10.00",
"transAuthDateTime":"",
"respCode":"00",
Page 12
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"transApprNo":"",

"transStatus":"S",
"transMessage":"Success",
"transRefld":"1495085619883943",
"transRemarks ":"Payment Remarks",

"transType":"PAY",

"addInfo":{
"addInfo1":"",
"addInfo2":"",
"addInfo3":"",
"addInfo4":"",
"addInfo5":"",
"addInfo6":"",
"addInfo7":"",
"addInfo8":"",
"addInfo9":"",
"addInfo10":""
12

"payerVPA":"amitk@icici",
"payerld":"9820982012",

"payeeVPA":"mymerchant”,
"payerAccNo":"",

" payerBankIFSC ":"",
"pgMerchantld":"HSBBO0O0O000000001",

"orderID":""

}
}

HSBC <»
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Sample Request for Credit Card Transaction

{
"apiResp":{

"refNo":"2394829",

"transID ":"HSB4561EPGPG113434131442134E34D34FF",
"transRRN":"301245124574",
"transAmount":"10.00",
"transAuthDateTime":"",
"respCode":"00",

"transApprNo":"",

"transStatus":"S",
"transMessage":"Success",
"transRefld":"1495067519322342",
"transRemarks ":"Payment Remarks",
"transType":"PAY",

"addInfo":{

"addInfo1":"",

"addInfo2":"",

"addinfo3":"",

"addInfo4":
"addInfo5":
"addInfo6":
"addInfo7":
"addInfo8":

"addInfo9":

"CREDIT",

nn
’

nn

nn

nn
’

"addInfo10":""

}I

"payerVPA":"fab@hsbc",

INTERNAL
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"payerld":"9820982012",

"payeeVPA":"sezzle@hsbc",

"payerAccNo":" 071107734006",

" payerBankIFSC ":" HSBC0560002",

"pgMerchantld":" HSBCO00000002854",

"orderID":" 1677564200754478"

}
}

Response Parameters

HSBC Q»

S N. Field Name Field Description Mandatory / Alpha (A) Field
) ) Length
Optional/ Alphanumeric (min-max)
(AN)
Conditional
Numeric (N)
1 HSBC generated Optional Number 6-16
refNo serial number — for
duplicity checks
2 transRRN Transaction RRN Mandatory Number 12
(12 digit ref no
provided by NPCI)
3 confStatus Status of the Mandatory Alpha-Numeric 1
request
(S: Success, F:
Failure)
4 confMessage Description of the Mandatory Alpha-Numeric 100
response
5 confld Payment Optional Alpha-Numeric 50-
Confirmation Id
(Reporting
Purpose)

INTERNAL
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Merchant ID (as

6 | pgMerchantiD provided by HSBC Optional Alpha-Numeric 16
post setup)

7 addinfo 1 to 10 Additional Fields for Optional Alpha-Numeric 0-50
Future Reference

Sample Response

{

"refNo":"2394829",

"transRRN":"HSB4521EDFDF113434131442134D34D34FF",

"confStatus":"SUCCESS",
"confMessage":"SUCCESS",
"confld":"1290381293989",

"pgMerchantld":"HSBBOO0000000001",

"addInfo":{
"addInfol":"",
"addInfo2":"",
"addInfo3":"",
"addInfo4":"",
"addInfo5":"",
"addInfo6":"",
"addInfo7":"",
"addInfo8":"",
"addInfo9":"",
"addInfo10":""
}
}

INTERNAL
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VPA Status Validation API

This API is hosted by HSBC and is used to check the validity of the Virtual Payment
Address (VPA) prior to the actual collect request.

Request Parameters

HSBC Q»

Alpha (A) Field Mandatory /
Length
Alphanumeric (AN) (min-max) Optional/
SN [ Field Name Field Description | Numeric (N) Conditional
Merchant ID — as
provided by HSBC
1 pgMerchantlD | post setup Alpha-Numeric 16 Mandatory
2 meRefNo Unique Alpha-Numeric 6-30 Mandatory
reference / serial no
sent by
Merchant for each
VPA validation
VPA of Payer
3 payerVPA Alpha-Numeric 255 Mandatory
{
"pgMerchantld":"HSBB000000000001",
"meRefNo":"450824145",
"payerVPA":"aditya@hsbc"
}
Page 17
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Response Parameters
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Alpha (A) Field
Length |Mandatory /
Alphanumeric | (min- .
(AN) max) Optional/
SN Field Name Field Description Nimerie (N) Conditional
1 [ meRefNo Unique reference no sent by | Alpha- 6-30 | Mandatory
Numeric
Merchant for each VPA
validation
2 | payerVPA VPA of Payer Alpha- 255 | Mandatory
payerName Payer Name Alpha- 100 | Conditional
4 | valStatusCode Status of the VPAif it exists | Alpha- 2 Mandatory
or not. (VE=Available, Numeric
VN=Not Available,
V=Request Validation Error,
E=Exception at UPI)
5 | valStatusDesc Description of the status of | Alpha- 100 | Mandatory
the VPA Numeric

6 | pgMerchantID

Merchant ID (as provided by

HSBC post setup)

Alpha-Numeric

16 | Mandatory

Check VPA Response:

{

"pgMerchantld":"HSBB000000000001",
"meRefNo":"450824145",
"payervpa":"aditya@hsbc",
"payerName":"ADITYA BERA",
"valStatusCode™:"VE",
"valStatusDesc":"VPA is valid"

}

INTERNAL
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Collect Request API

This API supports Collect Request from Merchants. This API is hosted by HSBC.
Request Parameter

Alpha (A) | Field  |mandatory /
_ | Length
Alphanumeric | (min- Optional/
. . o (AN) max) ”
SN Field Name Field Description Conditional
1 | pgMerchantID Merchant ID (as Alpha- 16 | Mandatory
provided by Numeric
HSBC post setup)
2 | meOrderNo Unique Transaction | Alpha- 6-30| Mandatory
No. sent by Numeric
merchant (Order
Number)
3 | payerVPA VPA of Payer Alpha- 255 | Mandatory
Numeric
4 | payerName Payer Name received| Alpha- 100 [ Optional
in Validate VPA Numeric
5 | transAmount Transaction Amount | Decimal 1-16 | Mandatory
(in two decimals e.g.
10.00)
6 | transRemarks Transaction Remarks| Alpha- 1-50 | Mandatory
7 | expiry value Collect Expiry value | Number 5 Mandatory
in minutes (Max.
64800)
8 | addInfol to 10 For future use Alpha- 0-50 | Optional

Sample Collect Request:

{

"requestinfo”:{
"pgMerchantld":"HSB0000000000001",
"meOrderNo™:"234982349234"

}
IlpayerNamell:llll’
"transAmount":"50.00",

"expiryValue": ,

Page 19
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"transRemarks":"Collect from aditya",

"payerType":{

"payerVPA":"aditya@icici"

2
"addInfo™:{

"addInfol™:"",
"addInfo2":"",
"addInfo3":"",
"addInfo4":"",
"addInfo5":"",

"addInfo8":"",
"addInfo9™:"",
"addInfol0":""

Response Parameters (Collect Initiation):

HSBC Q»

Alpha (A) Field | Mandatory /
Lengt
SN | Field Name Field Description Alphanumeric | h Optional/
1 meOrderNo Unique Alpha-Numeric | 6-30 | Mandatory
transaction no.
sent by
merchant
2 transiD Transaction ID Alpha-Numeric | 35 Mandatory
(Unique 35 digit
NPCI Trnx IDY
3 transRRN Transaction RRN (12 | Number 12 Mandatory
digit customer ref no
ac nrnvidod hv NIPC I
4 transAmount Transaction Amount | Decimal 1-16 | Mandatory
(in two decimals)
Page 20
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5 transAuthDateTime Transaction Approval | Number 20 Mandatory
Date & Time
(dd/mml/yyyy
hh-mm-s<)
6 collStatus Transaction status Alpha-Numeric | 1 Mandatory
(I-Initiated , F-
Failed, E -Exception
at UPI)
7 collStatusDesc Transaction status Alpha-Numeric | 100 Mandatory
Description
8 payerVVPA VPA of Payer Alpha-Numeric | 255 Mandatory
9 payeeVPA Merchant VPA Alpha-Numeric | 255 Mandatory
10 pgMerchantID Merchant ID (as Alpha-Numeric 16| Mandatory
provided by
11 addInfol to 10 For future use Alpha-Numeric | 0-50 | Optional
Sample Collect Response:
{
"apiResp™:{
"meOrderNo™:"",
"transRefNo™":441452,
"pgMerchantld":"HSB0000000000001",
"transld":"HSBODA3B8AC7A7454290D9D956D2C3D17E",
"transRRN":"707520002012",
"transAmount™:"500.00",
"transAuthDateTime":"2017-03-16 08:10:55 PM",
"collStatus™:"I",
"collStatusDesc":"Transaction Initiated",
"payerVPA":"aditya@hsbc",
"payeeVPA™":"merchantvpa"
Page 21

INTERNAL




HSBC Q»

Transaction Status Enquiry API

Transaction Status Enquiry API helps merchant to fetch the transaction status from HSBC
UPI system.
Request Parameters

Alpha (A) | Field Mandatory /
Length
SN | Field Name Field Description  |Alphanumeric (min- Optional/
pgMerchantID Merchant ID as Alpha- 16 Mandatory
provided by HSBC | Numeric
meRefNo Unnni:qune; r.é?erence / Alpha- 6-30 Mandatory
serial no. sent by Numeric
Merchant for
nanh vaniine +
transRRN Unique 12 digit ref no | Number 12 Conditional
as provided by NPCI
for each Transaction
meOrderNo Unique Transaction Alpha- 6-30 Conditional
reference no sent by | Numeric
merchant per trxn

Transaction Status Request:

{

"requestinfo”:{
"pgMerchantld":"HSB0000000000001",
"meRefNo0":"41542145156"

b

"transRRN":"70152456521",

"meOrderNo":"2348923424"

¥

Page 22
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Response Parameters
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Alpha (A) | Field Mandatory /
SN | Field Name Field Description Length
1 meOrderNo Original Order Number | Alpha- 6-30 Mandatory
sent by Merchant(Order | Numeric
Number)
2 transAmount Transaction Amount (in Decimal 1-16 Mandatory
two decimals)
3 transAuthDateTime | Transaction Approval Date| Number 20 Conditional
& Time (dd/mm/lyyyy
hh:mm:ss)
4 transStatus Transaction status Alpha- 1 Mandatory
(S-Success, P-Pending for | Numeric
Approval, F-Failed, R-
Rejected, X-Expired, E-
Exception at UPI)
5 transMessage Description of the Alpha- 100 Mandatory
transStatus Numeric
6 respCode Transaction response code | Alpha- 5 Conditional
Numeric
7 transApprNo Transaction Approval No | Alpha- 4-12 Optional (if not
(as per payer bank) Numeric received from
NPCI)
8 payerVPA VPA of Payer Alpha- 255 Mandatory
Numeric
9 payeeVPA Merchant VPA Alpha- 255 Mandatory
Numeric
10 |transRRN Transaction RRN (12 digit| Number 12 Mandatory
customer ref no as
11 | transID Transaction ID (Unique 35| Alpha- 35 Optional
digit NPCI Trnx ID) Numeric
12 | meRefNo Unique reference / serial | Alpha- 6-30 Mandatory
no. sent by Numeric
Merchant for aach
13 | pgMerchantiD Merchant ID as provided | Alpha- 16 Mandatory
by HSBC post setup Numeric
Page 23
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14 payerAccNo Acco.u.nt no of payer (for Conditional | Number 12-30
specific merchants only)
15 payerBankIFSC Paye.r .Bank IFSC (for Conditional | Number 11
specific merchants only)
16 | addinfolto 10 10 additional fields for Alpha- 0-50 Optional
future use Numeric

Transaction Status Response:

{
"apiResp":{

"pgMerchantld ":" HSB0000000000001",
"meRefN0":"2348923424",

"meOrderNo":"2348923424",
"transld":"HSB89DA3B8AC7A7454290D9D956D2C3D17E",
"transRRN":"707520002012",

"transAmount™:"500.00",
"transAuthDateTime":"2017-03-16 08:10:55 PM",
"respCode™;"00",

"transApprNo™:"451254",

"transStatus":"'S",

"transMessage":"Payment Successful”,
"addInfo™:{

"addInfo2":"",
"addInfo3":"",
"addInfo4":"",
"addInfo5":"",
"addInfo6":"",
"addInfo7":"",
"addInfo8":"",
"addInfo9":"",
"addInfo10™:""

Page 24
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2
"payerVPA":"aditya@hsbc",
"payeeVPA":"mymerchant"
"payerAccNo":"",
" payerBankIFSC ":"",

}

}

Refund API

This API supports Refund Payments against an original Collection through the UPI platform.
Request Parameters

Page 25
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Alphanumeric | Field
(AN) Lengt Mandatory /
. Optional/
Numeric (N) (min-
SN Field Name Field Description max) | Conditional
1 pgMerchantID Merchant ID (as Alpha-Numeric 16| Mandatory
provided by HSBC
post setup)
2 New Alpha-Numeric 6- | Mandatory
Unique Transaction no. 30
newMeOrderNo sent by merchant per txn
(Order Number)
3 orgTransid Original Transaction ID| Alpha-Numeric 35 | Conditional
(Unique 35 digit NPCI
Trnx ID)
4 orgTransRRN Original Transaction Number 12| Conditional
RRN (12 digit
customer ref no as
provided by NPCI)
5 transRemarks Refund summary Alpha-Numeric 1-50| Optional
description (Remarks)
6 refundAmount Amount to be Decimal 1-16| Mandatory
Refunded in rupees e.g. [Validation]
(in 2 decimals) 10.00
7 orgMeOrderNo Unique Transaction no | Alpha-Numeric 6-30| Conditional
of Original Transaction
for which Refund is
initiated
8 addInfol to 10 Additional Field 1to | Alpha-Numeric 0- | Optional
10 50
Request Parameter
{
Page 26
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"pgMerchantld":"HSBB000000000747",
"newMeOrderNo";"2309482",
"orgMeOrderNo ":"1298371",
"orgTransld":"",
"orgTransRRN":"345345698922",
"transRemarks":"refund for payment",

"refundAmount":"100.00",

"addInfol™:"",

"addInfo8":"",
"addInfo9":"",

"addInfo10":""

Response Parameters

Alpha (A) | Field
Length
Alphanumeri (mir?— Mandatory /
CAN) | ey Optional/
SN | Field Name Field Description | Numeric (N) Conditional
Page 27
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1 pgMerchantID Merchant ID (as Alpha- 18 Optional
provided by HSBC Numeric
post setup)

2 orgTransiD Original Transaction | Alpha- 35 Conditional
ID (Unique 35 digit Numeric
NPCI Trnx ID)

3 orgTransRRN Original Number 12 Conditional
Transaction RRN (12
digit customer ref no
as provided by NPCI)

4 newMeOrderNo Unique Transaction no | Alpha- 6-30 Mandatory
sent by merchant per | Numeric
trxn (Order Number)

5 newTransID New Alpha- 35 Conditional
Transaction ID Numeric
(Unique 35 digit NPCI
Trnx 1D)

6 newTransRRN New Alpha- 12 Conditional
Transaction RRN (12 | Numeric
digit customer ref no
as provided by NPCI)

7 refundAmount Transaction Amount | Decimal 1-16 Mandatory
(in 2 decimals)

8 transAuthDateTime Transaction Approval | Number 20 Mandatory
Date & Time
(dd/mm/yyyy
hh:mm:ss)

9 respCode Transaction Alpha- 5 Mandatory

response code Numeric
as per NPCI

10 | transApprNo Transaction Approval | Alpha- 4-12 Optional (if not

No (as per payer bank)| Numeric received from NPCI)

INTERNAL
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11 payerVPA \VPA of Payer Alpha- 255 Optional
Numeric

12 | refundStatus Transaction status Alpha- 15 Mandatory
(S=Success, Numeric
F=Failure, E:
Exception at UPI)

13 | refundMessage Refund Status Alpha- 100 Mandatory
description Numeric

14 | orgMeOrderNo Unique Transaction Alpha- 6-30 Conditional

reference no sent by | Numeric
merchant per trxn

(Order Number)
15 | addInfol to 10 10 additional fields for| Alpha- 0-50 Optional
future use Numeric

Response Parameter

{

"newMeOrderNo":"349899",

"orgMeOrderNo":"56756",
"pgMerchantld":"HSBB000000000747",
"orgTransld™:"",
"orgTransRRN":"7457845441767",
"newTransld":"",
"newTransRRN":"745837634056",

"refundAmount":"100.00",
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"transAuthDateTime":"15/06/2017 15:30:00",
"respCode™:;"00",
"transApprNo":"",
"payerVPA":"aditya@icici",
"refundStatus™:"S",
"refundMessage™:"Success"”,
"addInfol™:"™",
"addInfo2":"",
"addInfo3":"",
"addInfo4™:"",
"addInfo5™:"",
"addInfo6":"",
"addInfo7":"™",
"addInfo8":"",
"addInfo9™:"",

"addInfol10™:""

by

How to use Toolkit .dll for dot net and .jar for java?

How to add reference in upikit.dll.net
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pq ConsoleApplication1 - Microsoft Visual Studio ¥ 3 | Quick Launch (Ctrl+Q) Pla & x
FILE EDIT VIEW PROJECT BULD DEBUG TEAM TOOLS TEST ANALYZE WINDOW  HELP asd - [

iO-O[B-S WD b0 - | M im ] [ W%
pp g Prog adata] @ Solution Explorer > i x
~ || #z UPIKit.UPISecurity ~||@ Decrypt(string input, string key) Qoo o-20an| s =
T
{7: Search Solution Explorer (Ctrl+;) P~

using System; 7 Solution 'ConsoleApplication1’ (1 project)
4 [@ ConsoleApplicationt
Sinamespace UPIKit b & Properties

5 public class UPISecurity

Add Reference...

public UPISecurity(); i Add Service Reference...
B Manage NuGet Packages...

public static string Decrypt(string input, string key);

public static string Encrypt(string input, string key);

public static int HexfromDigit(char c); @ New Sofution Explores View

public static byte[] HexfromString(string s); L

public static string HextoString(byte[] abyteo);

public static string Hextostring(byte[] abyte®, int i, int j);

Scope to This

}
L}
Solution Explorer [[ET NGy
Properties =
100% ~
-, =g
AR - IE E
" N 6-04-20
b ConsoleApplication1 - Microsoft Visual Studio 63 | Quick Launch (Ctrl+Q) P - & x
FILE EDIT VIEW PROJECT BULD DEBUG TEAM TOOLS TEST ANALYZE WINDOW  HELS asd -
N ST L 5 1 L
ol | 1 - 5
7 Select the files to reference... n
S 2 orer > 0 x
i ~ 1t ) « Swapnil » CBKONNECT_ALLDATA + Indusind » v ¢ | | searchindusing r 5 -
2 ) P |o-20dpm|o &=
g Organize v New folder o @ Seach Seavee (Cit L -l Explorer (Ctrl+;) P~
i [® admin (mgsdesk A Name B Date modified Type Size Name: on 'ConsoleApplicationT’ (1 project)
o r_Scroll - System.I0.C ion.FileSyste icati
= [ admin (mgsdesk - dusl: dil
z )/ 10.0.0.0_b03f5¢711d50a3a 19-12-201602:36  File folder ndusini - m. Dragiarties
2 [® Administrator (ac Ry g Created by:
L oo ) e folder 30407035 et e
= " 1. Portal 02-01-2( File folder File Version: Service References
ocuments )
“D b &1 hii 06-05-201606:38  Shortcut 2k8 46790 :PP'W""?
ownloads ;
- & ReportViewer.exe 30-03-20170345  Application 4,640 KB IRGIES
[ Mgs1523 (priyanl = -
0 [ =) UPIKitll 01-04-20170947 _ Application extens... 7K8
W Music
£ Pictures
s §
File name: | UPIKit.dll v| | Component Files (*.di o v
[ Add | [ cCanca | PO Teom Explorer C
) ~ax
certificate.Import| &
1
request = (Httpilebi
request.ClientCert:
request.ContentLeng
request. SendChunkec
request.Method = “f 4 »
request.UseDefault(
request.Accept = "z Browse.. || OK || Cancel
using (Stream webStream = request.GetRequestStream())
nedina (CHraamlicitar ranmactlinritar — naw CHraamlicitan/rannact RatDanuac+SHraam/ N\ 2

Browse the UPIK:it.dll through file explorer and click on the add button. It will added in the
references.
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DQ ConsoleApplicationl - Microsoft Visual Studio X G Quick Lounch (Ctrl-0) P - 8 x
FLE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST ANALYZE WINDOW HELP asd -
{00 B- LMD -C-| b - [Ty | [pr ]| L[ Ea k] =%
£ App.config Program.cs* UPISecurity [from metadata] & & X - [N R > 1 x
& (Generated Reference Manager - ConsoleApplication1 ? - @ o-euap| &=
T N arch Sol -
b Assemblies S (CED - ] Search Solution Explorer (Ctri+ el
using £ ] Solution 'ConsoleApplication’ (1 project)
eluten Name Path Name: 4 [ ConsoleApplication1
Einamesp |, com [] System.0.Compi ~Kuber_Scroll, - System.|0.Compression FileSyste b S Properties
{ UPIKit.dil D\Swap i\ CBKONMECT_ALLDATA\nduslni . dil I |
5 pul| 4 Browse Created by: s
{ Microsoft Corporation ervice References
File Version: = ¥2) App.config
46730 b €* Program.cs

Solution Explorer

= B
“ »
[ [ ok |[ cancel
o .
100 %~
This item does not support previewing In1 Col 64 ched NS
W e S . Bl o '® < N - - WG

Select UPIKit.dll and C|ICk on Ok button. Once user‘cllck on the OK button dlIl will be added
in the references.

Code to consume the dll

Code For .Net

C# Code For Encrypt/Decrypt Using UPIKit.dll

string strParam=""Data To Encrypt'*; // Data To Encrypt

string EncKey=""gfdfjhdfh""; /[Encryption Key

string EncData= UPISecurity.Encrypt(strParam, EncKey); // UPISecurity.Encrypt()
method call to Encrypt Data

string EncrypData=""gdhsgchusfhsfc'*; //Encrypted Data

string DecData = UPISecurity.Decrypt(EncrypData, EncKey); //
UPISecurity.Decrypt() method call to Encrypt Data

//Request String

string strParam =

{""pgMerchantID":""HSBC000000000695","" newMeOrderNo:""1506058531143958",""0
rgTransID":"" " orgTransRRN"":""726513237727",""transRemarks":""22septrefund1","
refundAmount™:"1.35",""orgMeOrderNo":""450207"",""addInfol™:""*",""addInfo2"":"""","'a
ddInfo3™:"""""addInfo4":""" "addInfo5":"""",""add Info6"":"""",""add Info7"":""""," add Info8"
2 raddInfo9t:tt "addInfol0: Y

string EncKey = "'754474407b728e6b1c5ddeOflfabab7e™;

string pgMerchantld = ** HSBC000000000695"";
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b ConsoleApplication1 (Debugging) - Microsoft Visual Studio 0 () | Quick Launch (Ctri+Q) L - B x
FILE EDIT VIEW PROJECT BULD DEBUG TEAM TOOLS TEST ANALYZE WINDOW HELP asd -
-0 -2 M9 - | p Continue - ¢ - || . No Application Insights Events ~ _ 9| 326 6C | . afE 2

Process: |19808) ConsoleApplication vshos! ~| [+ Lifecycle Events ~ Thread: | [9944] Main Thread -Ix Stack Frame: | ConsoleApplication.Program.Main -]<
App.coi Program.cs* # X olution Explore u
[ ConsoleApplicationl  -[|%, ConsolefpplicationiProgram ||, Main(string(] args) S e-2nam|o s =

string PFXPwd = Configuratio .AppSettings["PFXPwd"];

Search Solution Explorer (Ctrl+;) P~

bkl o

7 Solution ‘ConsoleApplication1 (1 project)
JavascriptSerializer json = new JavaScriptSerializer(); 4 [& ConsoleApplication1

string response = string.Empty; b & Properties

4 =E References

Microsoft.CSharp
Newtonsoft.Json

J0bject jsonResponse = new Newtonsoft.Json.Ling.JObject();

//Request String

string strParar “UPI000280008138 | 54125 |anandk@bank|18|test|1@]6012| || ||| ||| [NA|NA"; System
string EncKey = "754474407b728e6blc5ddedf1fasab7e” s =8 System.Configuration
i string pgMerchantId = "UPI0@000000138"; = =8 System.Core

=8 System.Data
=8 System.Data.DataSetExtensions
= System.Web

=8 System.Web.Extensions

string EncString = UPTSecurity.Encrypt(strParam, EncKey);

string JsonData = new Ja izer().Serialize(new

requestMsg = EncString, =8 System.Xml
pgMerchantId = pgMerchantld, =8 System.Xml.Ling
hH »u UPIKit

¢) App.config
b c* Program.cs

Xse9Certificate certificate = new X5i

e();
certificate.Import(PFXPath, PFXPuwd, oragelags.DefaultKeySet);

request = (HttpliebRequest)WebRequest.Create(URL);
request.ClientCertificates.Add(certificate);
request.Contentlength = EncString.Length;
request.SendChunked = true;
2 request.Method = "POST";
request.UseDefaultCredentials = true;
request.Accept = “application/json”; v

Solution Explorer [T LT

Code to consume the jar
Code for Java

Code For JAVA
/[To create object:
UPISecurity security = new UPISecurity();

/[To encrypt data
UPISecurity security = new UPISecurity();

String encryptedData = UPISecurity.encrypt(**message which needs to be encrypted™,
"encryption key')

/[To decrypt data

UPISecurity security = new UPISecurity();
String decryptedData = UPISecurity.decrypt(**message which needs to be decrypted™,
"encryption key')

How to consume the jar file?
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.vTransact.upi.controllers.psp:

.net.URLDecodex;[]

v BE

J| NPCITn

M@ -5 %o

HSBC <»

£.03.2016 This controller use to handle PSP Registration request /

MNew 3
File Edit Sol Go Into
O-EG Open in New Window
12 Package £ Open Type Hierarchy F4
& Firstleg Show In Alt+Shift+ W »
(=
v & INDUS, Copy Ctrl+C
22 Merch
e rpee & Copy Qualfied Name
L
b (& Servers [ Paste CtrieV
b 55 UPICon 3 Delete Delete
b f2 UPISen|
b 5 yTran . Remove from Context Ctrl+Alt+Shift+ Down
4 %5 \Trans|  BuildPath 3
b 5 sref Source Alt+Shift+S ¥
> (2 s Refactor Alt+Shift+T
b B Ma
b mh Apg i Import..
b @k RE[ £y Export..
I m Ref
b= src| & Refresh F5
(= tar Close Project
w po Close Unrelated Projects

b 5 vTrans

<

® Boot Dasht

Type tags, pr

@ local

NPClServicelLay

Assign Working Sets...

Run As
Debug As

Profile As

Validate

Restore from Local History...
Maven

Java EE Tools

Team

Compare With

GitHub

Configure

Spring Teols

Properties

Alt+Enter

&  LinkSource...

&9 New Source Folder..

& Use as Source Folder

{8 Add External Archives...
Add Libraries...

1
gy Configure Build Path...

at this time.

rE-B-BE =05

>

e | | 8

», =
1 =]

Fox = 8

~ o IS}
-

% comuTra

4 © PSPRegist

o ipAdi

o logge

o pspC

o mess

L]

doAp

< >
Asx =0
ER|w|E

-
v b = NPClSenvice
b i UPICoreBan
b 53 UPlService-1
b & vTransactUf
b 1 vTransactUE

1> I vTransactUF

ENG
IN

Properties for MEUPIDEMO

( type Filter text @ | Java Build Path . R
P Resource

Builders #source (=Projects | milLibraries  “;0Order and Export

Deployment Assemb JARs and class Folders on the build path:

Java Build Path

» Java Code Style

» Java Compiler

» Java Editor
Javadoc Location

> Javascript
JSP Fragment
Projeck Facets
Project References
Refactoring History
Run/Debug Settings
Server
Service Policies
Targeted Runtimes

» Task Repository

b @ xmlbeans-2.3.0.jar - /home/riyaz/Documents,lib/li
b @ xpp3_min-1.1.4c.jar - fhome/riyaz/Documents/lib/
B @3 xstream-1.3.jar - fhome/riyaz/Documents/lib/lib
» B\ Apache Tomcat v7.0 [Apache Tomcat v7.0]
b=\ EAR Libraries
» =\ JRE System Library [JavaSE-1.7]
w B\ Web App Libraries

&4 Access rules: No rules defined

&9 External annotations: (None)

£ Native library location: (None)
P @ NPCIServiceLayer-1.0.jar - fhome/riyaz/Documen
P @ java-json.jar - fhome/riyaz/Documents/Software:
P @ security.jar - fhome/riyaz/Documents/Softwares,
» & upimetoolkit-1.0.jar - /home/riyaz/Documents,/5q

Add JARs...
Add External JARs...
Add Variable...
Add Library...

Add Class Folder...

Add External Class Folder...

Edit...

Remove

Migrate JAR File...

Task Tags
g Apply
@ Cancel | OK |
Page 34

INTERNAL



B-ER B Biw®E

[ Package Explorer 2 = B8

-

)

v 72 MEUPIDEMO
> @ src
» =\ Web App Libraries
» B JRE System Library [JavasE-1.7]
> B Referenced Libraries
» =\ Apache Tomcat v7.0 [Apache Tot
> = build
b= doc
¥ = WebContent
P = css
b= fonts
P i=hsbc
P = images
P=js
b= META-INF
¥ = WEB-INF
vi=lib
= java-json.jar
=| NPCIServiceLayer-1.0.jar
=| security.jar

¥ web.xml
@ anypayzlago.png
£l checkVPAReq.jsp
[El checkVPAResponse.jsp

HSBC Q»

@40 Q- B GBS A O B oy QuickAccess |i| & @ A& * [
[E] index.jsp [ *meCollectResponse.jsp 2  [J] CommonUtil java [3) MePayResponseContrl.java = g =
B
-
Og
ES

JSONObject jsonObject = new JSONObject();
UPISecurity upisecurity= new UPISecurity();
jsonObject.put("requestMsg”, upisecurity.getMerchantEncryptvalue(regMsg.toString(), encKey));

//jsonObject.put("requestMsg”, upisecurity.encrypt(reqMsg.toString(),encKey));
jsonObject.put("pgMerchantId", mid);

String reMsg = jsonObject.toString();
String result = CommonUtil.postData("https://upitest.bank.com/upi/meTransCollectSvc", reMsg);

UPISecurity upiSecurity = new UPISecurity();
String resMsg = upiSecurity.getMerchantDecryptValue(result, encKey);

out.println(resMsg);

@2 Problems @ Javadoc [ Declaration &) Console 52 | & Servers s & =19

No consoles to display at this time.

upimetoolkit-1.0.jar - MEUPIDEMO/WebContent/WEB-INF/lib

Sample Encryption and Decryption Code

This merchant key will be shared by the bank and the merchant has to use the key to
encrypt/decrypt the message.
Steps to generate request message:

1. Merchant builds the request message (in pipe separated) and encrypts it with
merchant key.

2. Merchant passes the encrypted message in request message parameter in below Json
format (requestMsg) and PG merchant Id

Json format:

{""requestMsg":"1AD4F41171FOEA0C24A91CA5FA5807CD8704BAF9BA2DBBBF
681F221240E92CF1A2DA364516E964C2221C54AF2E703BF06131916 DBO0CAO3
2FD74B15F902995F07EF7B1FDDDEDADBEA205846926D7DAFBB6996821DAA
F01122932F255CC70DB4B8FEBFCD188F7316B7997A4B3695BB45C041228D45
8BFE7AF6014168A93278BB3","pgMerchantld":"UPI000000000001"}

3. Merchant calls the URL i.e. https://upitest. HSBCbank.com/upi/api/v2/meCollect
[URL to be changed as per UAT Server]

4. Merchant gets the response in encrypted format.
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UPISecurity security = new UPISecurity();

e Encrypt-- --
String json =
{""pgMerchantID:"*HSBC000000000695",""newMeOrderNo**:**1506058531143958",""0
rgTransID":"" " orgTransRRN"":""726513237727",""transRemarks'":"'22septrefund1™,"
refundAmount':""1.35",""orgMeOrderNo™:"*450207"",""addInfol™:"""",""add Info2"*:"""",**

addInfo3":"","addInfo4":""""""addInfo5":"""",""addInfo6"":""""," add Info7"":"""*,"*addInfo
8":""f'addInf09":""f'addlnfolO":""};

String encMsg = security.encrypt(json);

e Decrypt --

String resMsg =
security.decrypt("'1AD4F41171FOEA0C24A91CA5FA5807CD8704BAF9BA2DBBBF68
1F221240E92CF1A2DA364516E964C2221C54AF2E703BF06131916DB0O0CA032FD74
B15F902995F07EF7B1FDDD6DADBEA205846926D7DAFBB6996821DAAF01122932F
255CC70DB4B8FEBFCD188F7316B7997A4B3695BB45C041228D458BFE7AF6014168
A93278BB3", ""easd343dsdsdsdsde3243dfffdeerfff');

Sample Request Message in plain format :
{"pgMerchantID":"HSBC000000000695","newMeOrderNo":"1506058531143958","
orgTransID™:"","orgTransRRN":"726513237727","transRemarks":"22septrefundl1","r
efundAmount™:"1.35","orgMeQOrderNo":"450207","addInfol":"","addInfo2":"","add|
nfo3":"","addInfo4":"" "addInfo5":"" "addInfo6":"","addInfo7":"","addInfo8":"","add
Info9":"" "addInfo10™:""}

Sample Request Message in encrypted format :
{"requestMsg":"20373AF2A59E7298863BCC542B743BDCCEBBBCCB67D5D93B
07BA21D7DC9BE303AD9B7E8SCF8626DDA4EFS5E8749FA4F4A89380B7915A4697
34D1B2B4274FB1304FAF565DB91B696C942B308EF19D7B8EIEB54FA38B6CD
AB7A708FEA25759B8B7D8B471C141BE6BB7B950B23AFCE1210DF071250D4
AB898570EE85C","pgMerchantld":"HSBC000000000695"}

Sample Response Message in plain format :

{"pgMerchantID":"HSBC000000000695","orgTransld":"HSB59C1346D0B6365F0E
053142433824CD3","orgTransRRN":"726513237727","newMeOrderNo":"15060585
31143958","orgMeOrderNo":"450207","newTransld":"HSB59C13ADDB1D869EDE
053142433820DDB","newTransRRN":"726513237733","refundAmount™:"1.35","tra
nsAuthDateTime™:"22/09/2017
11:08:16","respCode™:"00","transApprNo™:"000363","payerVPA":"dsnb1111111111
@hsbc","refundStatus™:"S","refundMessage™:" Transaction
success”,"addInfol™:"NA","addInfo2":"NA","addInfo3":"NA","addInfo4":"NA","add
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Info5";"NA" "addInfo6":"NA","addInfo7";"NA" "addInfo8":"NA" "addInfo9":"NA",
"addInfol0":"NA"}

Sample Request Message in encrypted format :
{"response™:"20373AF2A59E7298863BCC542B743BDCCEBBBCCB67D5D93B07
BA21D7DC9BE303AD9B7E8CF8626DDA4EFSE8749FA4F4A89380B7915A469734
D1B2B4274FB1304FAF565DB91B696C942B308EF19D7B8EIEB54FA38B6CDA
B7A708FEA25759B8B7D8B471C141BE6BB7B950B23AFCE1210DF071250D4A8
98570EE85C","pgMerchantld":"HSBC000000000695"}

Pre-Requisite for using WEB APIs

o Use Merchant Integration Kit for using Web APIs. Kit would help Merchant to
Encrypt, Decrypt and Verify all the messages exchanged with HSBC.

e Merchants should procure below Digital Certificate:

Digital SSL Certificate (Format: Class3 System cert - RSA 2048). This is required to
receive response from HSBC over HTTPS

o Certificate exchange for Authentication
o Merchant to generate and share Client Signing Request (CSR) form with HSBC
o HSBC Bank would share below Digital Certificate with Merchant (cer file)
o Merchant to import the cer file in their key store (jks)
o No Merchant certificate is required to be shared with HSBC

<<<Refer Appendix A for more details>>>

« Data encryption — A symmetric key based encryption/decryption will be
implemented for data exchange. Key will be provided by HSBC to Merchant.
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e Merchant should provide the Response API URL and static ip with HSBC to receive
the Final Transaction status from Bank. HSBC to whitelist this URL/IP at its end.

o HSBC will provide request APl URL to merchant to send transaction and query
request to HSBC along with port details. Merchant to whitelist these at its end.

<<<Refer Appendix B for more details>>>

Encryption Toolkit - JAVA

Encryption Toolkit — Dot Net

UPI_Merchant_Tool
_Kit_DotNet.zip1

Rename .zip1 to .zip

Encryption Toolkit — PHP

UPI_Merchant_Tool
_Kit_PHP.zip1

Rename .zipl to .zip

Sample Code for making HTTP request for Web API
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i

CommonUtil java

Appendix A

The process explained below is for a customer application running on Java and has a web or app
server which would call our API. Similar approaches can be followed for different technologies and
platforms and there are tools available by certificate authorities in internet to generate CSR’s for
different platforms and technologies. The file names of jks, csr and cer given below are examples and
can be changed by the customer.

1. Generate Private Key

keytool -genkey -keyalg RSA -keysize 2048 -sigalg SHA256withRSA -
validity 365 -keystore 2 WAY SSL Cert.jks

This will create a .jks file (2_WAY_SSL_Cert.jks in the above example). This is the key store file. If
there is an existing key store file with the customer, they can use that key store file to create a CSR.
There is a password required to be entered to generate csr from the key store file.

The following questions will be asked when the above command is run.

Information required for CSR generation

What is your first and last name?

[Unknown]: <domain name requesting eg : quickpay.com>
What is the name of your organizational unit?

[Unknown]: <Organisation unit name. eg: - QuickPay>
What is the name of your organization?

[Unknown]: <Organisation name. eg: -Quick Pay Pvt Ltd>
What is the name of your City or Locality?

[Unknown]: <City name eg:- Mumbai>
What is the name of your State or Province?

[Unknown]: <State Name eg:- Maharashtra>
What is the two-letter country code for this unit?

[Unknown]: <Country code eg:- IN>
Is CN=quickpay.com, OU=QuickPay, O=Quick Pay Pvt Ltd, L=Mumbai, ST=Maharashtra,
C=IN correct?

[no]: yes

2. Generate CSR for CA Authorized public certificate
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keytool -keystore 2 WAY SSL Cert.jks -certreq -alias mykey -file

2 WAY SSL CSR.csr

The above command need to run to generate the .csr file. This will be generated in the location where
the command is run. This csr file needs to be given to HSBC who would provide the .cer file.

3. Import certificate back into the Private Key, when CA Provides Signed / Authorized Public
Certificate (for eg. CA_Public.cer).

Import ROOT CA cert

keytool -import -alias rooatca -trustcacerts -file ROOTCA Public.cer -
keystore 2 WAY SSL Cert.jks

Import INTERMDIATE CA Cert
keytool -import -alias intermca -trustcacerts -file INTERCA Public.cer -
keystore 2 WAY SSL Cert.jks

Import HSBC Issued Cert
keytool -import -alias mykey -trustcacerts -file HSBC Public.cer -keystore
2 WAY SSL Cert.jks

The .cer file generated by HSBC would need to be imported onto the key store (.jks) file with the
above command. This key store would be installed on the web or application servers location and
configured with in the API calling webserver or application server. Please be advised that the
certificates and keys needs to be stored securely at your end. The access to the key and certificate
needs to be restricted to authorised individuals only.

Certificate consumption / import process through IS

Steps (attached Doc):

Certificate-setup_fo
r_Windows_platforr

Appendix B
UAT links

APl Name Generic APl URLs

Collect Request https:// upiapi-uat.hsbc.co.in/upi/api/v2/meCollect
Transaction

Query https:// upiapi-uat.hsbc.co.in/upi/api/v2/meTransQuery

Refund Request https:// upiapi-uat.hsbc.co.in/upi/api/v2/meRefund

Validate VPA https:// upiapi-uat.hsbc.co.in/upi/api/v2/meValidateVPA
Port : 443

Public IP: 203.171.209.162 [for sending request to HSBC Web Server]

Public IP: 203.171.209.5/6/7 , 203.171.222.5/6/7 [for receiving final response from HSBC
Proxy Server] - Call back through India

Public IP : 203.112.89.143 [for receiving final response from HSBC Proxy servers] — Call back
through HK

Production Links

APl Name Generic API URLs

Collect Request https:// upi-api.hsbc.co.in/upi/api/v2/meCollect
Transaction Query | https:// upi-api.hsbc.co.in/upi/api/v2/meTransQuery
Refund Request https:// upi-api.hsbc.co.in/upi/api/v2/meRefund
Validate VPA https:// upi-api.hsbc.co.in/upi/api/v2/meValidate VPA
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Port : 443

Public IP : 203.171.209.130 , 203.171.222.130_[for sending request to HSBC on PROD and
DR Web servers respectively]

Public IP : 203.171.209.5/6/7 , 203.171.222.5/6/7 [for receiving final response from HSBC
Proxy servers] - Call back through India

Public IP : 203.112.80.0/20 (i.e. 203.112.80.1 - 203.112.95.254) and 27.110.72.0/21 (i.e.
27.110.72.1 - 27.110.79.254) [for receiving final response from HSBC Proxy servers] — Call
back through HK
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